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Figl. Sensors on the autonomous vehicle system Fig2. Sensors attack

-

O Environment perception technology is significant in the intelligent transportation system.

O These sensors are vulnerable to external attacks, resulting in the distortion of the
information perceived by the unmanned vehicle.

O Attack on autonomous vehicle sensors is a simple, direct, violent, and effective method,
which poses an enormous security threat to the autonomous vehicle system.
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 Environment perception technology is significant in the intelligent transportation system (ITS), which is the premise of the safety and stability of the unmanned vehicle system.
These sensors are vulnerable to external attacks, resulting in the distortion of the information perceived by the unmanned vehicle, and ultimately resulting in wrong driving decisions, which bring serious safety threats to life and property.
It can be seen that the attack on autonomous vehicle sensors is a simple, direct, violent, and effective method, which poses an enormous security threat to the autonomous vehicle system
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the development of a method to detect and defend sensor attacks on autonomous
vehicle is critical to the safety of autonomous driving
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 sensor attack outside the system, have no technology threshold can Cause serious consequences
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METHOD
A. Multi-armed bandit-based DBSCAN algorithm
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Fig. 5. Multi-armed bandit-based DBSCAN algorithm.


Presenter Notes
演示文稿备注
we introduce a novel BDSCAN algorithm, which can adaptive choose the optimal parameters of the DBSCAN algorithm according to reinforce learning MBA in dynamic changing driving scenario, as shown in Fig. 5.

Multi-armed bandit defines each combination of 𝑒𝑝𝑠 and𝑀 𝑖𝑛𝑃 𝑡𝑠 parameters as an arm and utilizes a reward mechanism to evaluate the efficacy of each arm based on the DBSCAN algorithm, which enables dynamic optimization of hyperparameters. 
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Fig. 4. Tllustration of proposed framework.
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Fig. 4. Tllustration of proposed framework.
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Firstly, we apply the AEKF to obtain the states estimation of the data features of localization sensors
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Then we further calculate the  data feature of the localization system 𝛥𝑟𝑙(𝑘)
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Algorithm 1 BDBSCAN algorithm
Input: Normal dataset D, data feature Ar(k), parameter list(eps list and
MinPts list)
Output: Report anomaly
: 1, j « Equation (20), (21)
: Anomaly signal — DBSCAN(D, 4r(k), eps list[i], MinPts list[j])
. if Anomaly signal == True then
Report anomaly
else
D < Du Ar(k)
k=k+1
: end if

4 p
If the BDBSCAN algorithm

reports anomaly, 1t indicates
that the localization system
suffer sensor attacks and attack

\defense will be performed. )
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If the BDBSCAN algorithm reports anomaly, it indicates that the localization system suffer sensor attacks and attack defense will be performed.
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Fig. 4. Nlustration of proposed framework.
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we deploy a combination of AEKF and BDBSCAN algorithms to the localization sensors to achieve attack identification.
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The importance of GPS, LiDAR, and the IMU diminishessequentially. 
We propose an attack detection procedure that followsthis order. 
If this sensor fails to detect anomalies, the next localizationsensor is used for attack identification. 
If the detection result reports ananomaly, it indicates that the localization sensor is identified success-fully and further data recovery will be performed. 
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the framework applies state estimation selected by de-cision trees to replace attacked sensor data in real-time, which achievesreal-time data recovery. 
To enhance the reliability of the recoverymechanism, the framework employs redundancy technology to developthe EKF used in localization sensors to obtain redundancy state estima-tion.
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Experimental Results

A. Experiment setup
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Fig. 7. Driving scenarios.
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The dataset for the experiments is the real-world KITTI (Geiger et al.,2013) and V2V4Real (Xu et al.,2023) datasets because both can vehiclelocalization and encompass a rich array of driving scenarios. Recent al-ternative datasets present certain limitations.
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A. Experiment setup
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Fig. 3. Possible trajectory changes caused by sensor attacks.
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To evaluate the performance of the proposed framework, a series of fifteen thousand experiments are carried out across three attack scenarios and five driving conditions, with each condition involving one thousand experiments. Each experiment included one hundred simulated attacks in a driving scenario.


Experimental Results

B. Experiment Result

1) Precision

Table 4

Performance of attack detection.
Metric Proposed framework ADCUSUM SVMDA

\fﬂ‘! 100.00% (+4.44%) 08.12% 05.56% \
FAR® 0.00% (—4.51%) 1.88% 4.51%
ADT (ms)* 156.44 (—21.91%) 85.21 200.35
ACCP 100.00% (+6.38%) 03.62% 94, 33%
FAR" 0.00% (—6.24%) 6.24% 5.13%
ADT [IﬂS]I:I 155.79 (—23.38%) 86.25 203.33
Memory usage (MiB) 128.33 (—8.42%) 58.32 140.14
CPU consumption (uJ) 50 354.00 1665.00 312011.00
DRAM consumption (uJ) 1587.00 826.00 17 517.00

2 KITTI dataset include four driving scenarios.

b v2V4Real dataset include a hybrid driving scenarios.

® rclies on data density detection rather than data distribution

® abnormal boundaries are adaptively adjusted rather than fixed.
® integrated with vehicle kinematic data
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Table 4 demonstrates that the proposed framework achieves a 100% accuracy rate and a 0% false alarm rate in the attack detection. This is because our method relies on data density detection rather than data distribution, and the abnormal boundaries are adaptively adjusted rather than fixed.
Secondly, the AEKF integrated with vehicle kinematic data enhances prediction accuracy and addresses non-Gaussian noise. 
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B. Experiment Result

1) Precision
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Table 5 p <
The comparison results of original data and proposed framework in time series. . .
= § o First-order difference can filter
Metrics Proposed framework Original data . . .
noise, improve the density of
Range 7.1841(-19.64%) 8.9404 . .
- data, and highlight data changes.
Standard deviation 0.2875(-13.71%) 0.3332
. J
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In addition, first-order differencing effectively filters out noise, making the data more dense, as shown in Figs. 12 and 13. 
As shown in Table 5, this procedure augments the stability and cohesion of the input data, which results in a reduction of the standard deviation by
13.71% and the range by 19.64%.
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B. Experiment Result
2) Adaptive
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Fig. 11. Adaptive analysis in various driving and attack scenarios.
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O achieves 100% accuracy in attack
detection against three common
sensor attacks in the KITTI and
V2VA4Real dataset, while ADCUSUM
and SVMDA achieve 95.87% and
94.94% accuracy, respectively.

O applies data density for detection and
employs the AEKF which can adeptly
adjust to variations in noise.

O apply the multi-armed  bandit
algorithm based on reinforcement
learning operates without the need for
prior knowledge

/



Presenter Notes
演示文稿备注
Fig. 11 is the adaptive analysis in various driving and attack scenarios.
As shown in the figure, the proposed framework achieves 100% accuracy in attack detection against three common sensor attacks in the KITTI and V2V4Real dataset, which ADCUSUM and SVMDA achieve 95.87% and 94.94% accuracy, respectively.
The proposed framework applies data density for detection and employs the AEKF which can adeptly adjust to variations in noise. Furthermore, the application of the multi-armed
bandit algorithm based on reinforcement learning operates without the need for prior knowledge, which improves adaptability within the dynamic changing of autonomous vehicle environments.
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B. Experiment Result

3) Complexity and energy consumption analysis

Table 4
Performance of attack detection.

Metric Proposed framework ADCUSUM SVMDA
ACC® 100.00% (+4.44%) 98.12% 95.56%
FAR® 0.00% (~4.51%) 1.88% 451%

[ADT (msy 156.44 (~21.91%) 85.21 20035 |
ACCY 100.00% (+6.38%) 93.62% 94.33%
FAR® 0.00% (~6.24%) 6.24% 5.13%
[ADT (ms)" 155.79 (—23.38%) 86.25 20333 |

Emory usage (M) 12833 (—8.42%) 587 TA0.

CPU consumption (uJ) 50 354.00 1665.00 312011.00
DRAM consumption (uJ)  1587.00 826.00 17 517.00

2 KITTI dataset include four driving scenarios.
b V2V4Real dataset include a hybrid driving scenarios.
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Compared to SVMDA, our frameworkreduces average time consumption by 21.91% in the KITTI datasetand 23.38% in the V2V4Real dataset. This real-time performance isachieved through a layered system architecture that minimizes timeoverhead. The proposed framework relies on the neighborhood rela-tionships of data points and completes clustering tasks through sim-ple neighborhood queries and density connections, which make timecomplexity largely dependent on the number of data points and theefficiency of neighborhood searches. In contrast, SVMDA computeshyperplanes in high-dimensional spaces, which leads to high timecomplexity in autonomous vehicles.
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B. Experiment Result

3) Complexity and energy consumption analysis

Table 4

Performance of attack detection.
Metric Proposed framework ADCUSUM SVMDA
ACCH 100.00% (+4.44%) 08.12% 05.56%
FAR® 0.00% (—4.51%) 1.588% 4.51%
ADT (ms) 156.44 (-21.91%) 85.21 200.35
ACCE 100.00% (+6.38%) 03.62% 04.33%
FAR" 0.00% (—6.24%) 6.24% 5.13%
ADT I:IHS]I:I 155.79 (-23.38%) 86.25 203.33
Memory usage (MiB) 128.33 (—8.42%) 58.32 140.14
CPU consumption (pJ) 50 354.00 1665.00 312011.00
DRAM consumption (uJ) 1587.00 826.00 17 517.00

2 KITTI dataset include four driving scenarios.

b v2V4Real dataset include a hybrid driving scenarios.
O the performance of the proposed framework using anIntel Core 19 CPU (65 W capacity) and

two Micron DDR4 3200MHz DRAM (9.72 W).
O consumes 0.3 W on CPU, lessthan 4.2 W for general autonomous driving applications and
0.1 W on DRAM.
e
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From the Table 4, theproposed framework significantly improves energy efficiency, whichconsumes only 16.13% of the CPU energy and 9.05% of the DynamicRandom Access Memory (DRAM) energy required by SVMDA. Theproposed framework memory usage is only 128.33 MiB at a reductionin memory usage by 8.42% compared to SVMDA, while NVIDIA ParkerSystem on chip has up to 8 GB memory bandwidth.
We evaluated the performance of the proposed framework using anIntel Core i9 CPU (65 W capacity) and two Micron DDR4 3200MHzDRAM (9.72 W). The proposed framework consumes 0.3 W on CPU, lessthan 4.2 W for general autonomous driving applications and 0.1 W on DRAM. 
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4 Conclusion




Conclusion

O This paper develops a novel real-time adaptive framework basedon density for
sensor attack detection and defense in dynamic drivingscenarios on localization
systems of autonomous vehicles. The defensemechanism includes attack
identification and data recovery processes.

O Moreover, our framework demands only a minimal dataset of normaloperations
and exhibits the novel BDBSCAN algorithm to adapt prioriparameters in
dynamic driving scenarios.

O The precision, complexityand energy consumption and adaptability of the
framework are eval-uated compared with two conventional methods on two real-
worldautonomous vehicle datasets.

O In the future, the application of the proposed framework can befurther explored
across various unmanned systems, including maritimeand aerial vehicles. In
addition, we plan to deploy the framework onother recent datasets, such as
nuScenes, PandaSet, and the WaymoOpen dataset, to evaluate and analyze the
performance durabilityfrom multiple perspectives regarding real-world factors,
including sen-sor performance degradation and changes in climate and weather.
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